Abstract-Currently, rich and diverse data types have been increasingly provided using the Data-as-a-Service (DaaS) model, a form of cloud computing services. However, data offered by DaaS are constrained by several data concerns that, if not automatically being reasoned properly, will lead to a wrong way of using them. In this paper, we support the assumption that data concerns should be explicitly modeled and specified in data contracts to support concern-aware data selection and utilization. Instead of relying on a specific definition of data contracts, we analyze contemporary data contracts and we present an abstract model for data contracts. Based on the abstract model, we propose several techniques for evaluating data contracts that can be integrated into data service selection and composition frameworks. We also illustrate our approach with some realworld scenarios.
I. INTRODUCTION
Recently, delivering data based on service-oriented and Cloud computing techniques is becoming popular. In such a delivery model, data are typically made available for retrieving from Web services, mostly implemented using SOAP or REST technologies, deployed in the Internet and Cloud environments. On the one hand, this model offers extensible and interoperable delivery means in which data can be easily retrieved and business supporting can be easily implemented. On the other hand, this model allows incorporating data constraints, such as free or commercial usage. This model is in fact a form of the so-called read-only Data-as-a-Service (DaaS) [1] which is the core element of cloud-based data marketplaces. Unlike the conventional view on services in which the service provider is the only responsible for all its functions and deliveries, in DaaS, data provider and DaaS provider are considered separated. DaaS providers offer backbone for delivering data while data providers offer data.
While techniques for making data available through DaaS are well-developed, we are interested in the specification of data contractual terms and in the relationship between data contracts and service contracts in the ecosystem of DaaS, which have been neglected in current research. In fact, when a DaaS provides rich types of data, then service contracts cannot be used to specify data contracts as (i) a DaaS offers facilities for multiple data providers, (ii) a data provider has multiple types of data, and (iii) each type of data can be associated with multiple data contracts. In this paper, we argue that it is required to define data contracts that can be used separate from service contracts or in combination with service contracts. In particular, we concentrate on data contracts that can support (automatic) data selection and composition.
Currently, there is a lack of understanding and techniques to deal with data contracts, although data delivered via DaaS is typically associated with human-readable data contracts (often called data agreements or data licenses). Our contributions in this paper are (i) the analysis of current data contracts in order to identify the properties that are relevant in the perspective of contracts for DaaS, (ii) the analysis of the relationship between service contracts and data contracts, and (iii) the definition of an abstract data contract model for developing data contracts in order to facilitate the right selection and utilization of data assets in data marketplaces. To demonstrate the feasibility of our approach, we provide an implementation of data contracts related to real-world scenarios using the Resource Description Framework (RDF).
The rest of the paper is organized as follows: Section II presents the motivation and related work. Section III presents our analysis of current data contracts. In Section IV we present techniques for developing data contracts. We describe our experiments in Section V, followed by conclusions and future works in Section VI.
II. MOTIVATION AND RELATED WORK A. Background and Motivation
The DaaS model is based on the concept that the data can be provided on-demand to the user at anytime and from anywhere, encapsulating the actual platform where data resides. DaaS plays a vital role in emerging data marketplaces in cloud computing environments, such as Microsoft Azure Data Marketplace 1 and Infochimps 2 , as well as in Open Data Initiative 3 . In DaaS and data marketplaces, data contracts are used to:
• define the extent to which the data can be used, on the basis that any use outside the terms of the contract would constitute an infringement; • have a remedy against the consumer where the circumstances are such that the acts complained of do not constitute an infringement of the contract;
• limit the liability of data providers in case of failure of the provided data; • specify information on data delivery, acceptance, and payment. Currently, most real DaaSs and data marketplaces present data contracts for their offered data assets, often called data agreements or data licenses, in human-readable forms. Typically, data contracts consisting of constraints on data concerns are diverse, rich, and contextual (e.g., depending on geographical regions and publishing purposes).
The lack of well-formed data contract models hinders the data selection and utilization with respect to data contractual terms, such as data rights, quality of data, and law enforcements. This triggers calls for consideration of data contracts in data mashup [2] and data provisioning [3] . Our main motivation is that an analogy to a well-researched service contracts but for data assets in DaaS and data marketplaces should be conducted. By doing so, we can answer several questions, e.g., : Are we allowed to use these data? Do the qualities of data delivered via DaaS meet the agreement between data providers and data consumers? Are we allowed to republish the results built based on these data sources? However, such questions require extensible models that are able to capture contractual terms for data contracts and to represent them in a form to be reasoned by automatic techniques. Moreover, certain domain-specific properties of data, such as quality and compliance, make the definition of the methodology to be used for developing data contracts more complicated.
B. Related Work
ODRL [4] allows specifying data terms but it is not designed for data assets in data marketplaces. ONIX-PL [5] is another XML-based licenses for digital resources. Our abstract data model is more flexible as we do not fix contractual terms; we do not think that fixed terms in a specification will be suitable for rich data assets in cloud data marketplaces. In SOA, QoS models for Web services have been well-researched and various techniques, methods and tools to support QoS modeling for Web services have been proposed [6] , [7] , [8] . However, they mainly focus on operational aspects of services like performance, reliability, availability, and security, while the data aspects related to data publishing are largely ignored. On the other hand, much effort has been spent on data quality from database perspectives and many metrics characterizing data quality have been proposed [9] , [10] . Nevertheless, there is a lack of integration between data contract terms and service contract terms. In fact, no standard model of data contracts that could serve as a basis for the DaaS specification is available so far. Similarly, existing service licensing and service level agreements (SLAs), see e.g, [11] , [12] , are mainly for "operational" service APIs and they do not include mechanisms to deal with data contract terms. In specific domains, some data licensing models exist but they are not standards (e.g., see [13] ), so they cannot be used in the DaaS model.
To support the composition of data sources in the Internet, especially in the recent Web 2.0 phenomenon, many data composition tools have been developed [14] , [15] . However, existing techniques mainly focus on selecting data sources based on data structures and on dealing with syntax and semantics of the data, but neglecting data terms. Existing concepts, such as ad-hoc flows [16] and Web mash-up [17] , are not integrated with data contracts. Contemporary service selection and combination techniques are built around the QoS, cost, and the semantics of service operations [7] , [8] , [18] without paying attention to data quality and data contracts. Our work does not focus on data composition taking into account data contracts but we support the development of data contracts that can be integrated into existing data discovery and composition tools.
III. ANALYSIS OF DATA CONTRACTS

A. Main Data Contract Terms
Although data include variety of properties, in this paper, we investigate some of the properties that are considered relevant in the perspective of contracts for DaaS. Our analysis is conducted based on studying of existing data licenses and agreements as well as service contracts. Some of the key properties of data that are significant in making a data contract in DaaS are elucidated as follows:
1) Data Rights: are the rights that the provider authorizes the consumer to exercise for data in DaaS. They are important for clarifying and assuring intellectual property rights. The set of common data right terms for data assets offered by existing DaaS and data marketplaces are the following:
• Derivation: any translation, adaptation, or any other alteration of a data asset or of a substantial part of the data makes a derivative data asset. This derivation includes, but is not limited to, extracting or re-utilizing the whole or a substantial part of the data in a new data asset.
• Collection: a collective data asset refers to a data asset in unmodified form as part of a collection of independent works in themselves that together are assembled into a collective whole.
• Reproduction: from a given data asset, temporary or permanent reproductions can be created by any means and in any form, in whole or in part, including of any derivative data assets or as a part of collective data assets.
• Attribution: the data provider may expect attribution (a kind of moral right) for the use of its data.
• Noncommercial Use: a data asset could be allowed/denied either for non-commercial purposes or for commercial purposes. 2) Quality of Data (QoD): multiple metrics can be used to describe data quality, such as completeness, reliability, accuracy, consistency, and interpretability [10] . In existing DaaS, QoD data certification is mentioned, e.g., in certain data assets in data.gov. However, it is not clear how to establish data quality certification. In our view, there exist several QoD metrics, each can have a unique name. The interpretation of a QoD metric for a data asset should be based on common agreements established in the domain in which the data asset is created and used. Usually, a QoD term specifies a range of possible values associated with a QoD metric.
3) Regulatory Compliance: it is important to protect privacy and confidentiality of information published, thus data assets are typically associated with many regulatory compliance. For example, in certain data assets in data.gov, data compliance is mentioned 4 . Some of the common regulatory compliance laws include the Healthcare Insurance Portability and Accountability Act (requiring the securing of patient information), Sarbanes-Oxley (SOX) Act (requiring company financial executives to be culpable for financial reporting), the European Union Data Protection Directive (protecting data privacy for citizens throughout the European Union), and so on. Most of the DaaS providers define specifications on data compliance terms. Most data compliance laws and regulation assume that the liable party controls the infrastructure and the location where the data is stored [19] . In our view, a compliance term can be specified as a term name and a set of values where values relate to respective compliance specifications.
4) Pricing Model: data consumers pay data providers for the right to use the data asset subject to the contract by the financial terms. The most common models for data pricing in DaaS and data marketplaces are transaction and subscription based model. The Transaction model allows DaaS providers to charge for each use. The Subscription model allows consumers to purchase data for a fixed term, during which time they automatically receive full support from providers including any upgrades or feature enhancements. For both models, pricing can be applied to the whole DaaS (e.g., Gnip 5 supports subscription) or specific data assets (e.g., the pricing model in Microsoft Azure Data Marketplace and Infochimps). In our view, pricing model is typically specified as a set of values per pricing plan which includes cost, usage time and/or maximum number of transactions to be applied to the whole DaaS or a particular data asset.
5) Control and Relationship: the control and relationship terms consist of evolution terms, support terms, indemnification, limitation of liability, and audits of contract compliance. Existing data contracts indicate control and relationship terms using similar ways in service contracts. Therefore, in our opinion, control and relationship terms in data contracts could reuse the similar ways of control and relationship terms in service contracts. From the modeling perspective, control and relationship terms can be specified as a set of tuple(name, value) in which name and value have corresponding interpretations. For example, tuples (LawandJurisdiction, U S) and (LawandJurisdiction, Austria) can be used to describe two different laws, U S and Austria to be enforced for data contracts. Here, all terms LawandJurisdiction, U S, Austria require concrete interpretation rules in order to understand their semantics.
B. Examples of Data Contracts
As mentioned above, the most popular form of data contracts is human-readable textual description of data agreements/licensing. Table I presents our analysis of data contracts in real-world data services in which all data contracts are in textual description for human beings, thus they do not foster the incorporation of data contracts in data discovery and composition. Overall, we have not seen a relevant difference between current data contracts/licensing and existing service contract/licensing with respect to the specification of scope of rights, control and relationships (e.g., warranty and liability). As shown in Table I , studied data contracts do not cover many aspects of contractual terms related to data. For example, most of the current DaaS contracts do not provide information about quality of data, which in fact should be one of the main terms in data contracts.
The analysis of data contracts heralds the requirement of new research directions for data contracts because data assets provided by DaaS have different properties, compared to software services. For example, data contract composition is needed when mashup of data from different data providers are performed. This composition consists in (i) retrieving comparable contractual terms from the different data contracts and (ii) evaluating the new contractual terms for the data mashup applying proper composition rules. Another example is data contract compatibility evaluation. This activity must be performed, e.g., before conducting a data mashup, to check if terms are compatible or not.
IV. DEVELOPING DATA CONTRACTS
A. Community View on Data Contract Development
As we discuss in the previous section, categories of data contract terms are limited. However, contract terms are diverse. In particular, data contract terms are contextual (e.g., based on laws of geographical regions and the domain of data assets). Furthermore, in many cases, data contract term values and their measurement units are also complex and contextual, e.g., one needs to make sure that the value "Austria" can be interpreted as a sub element of "EU" (European Union) in some specific contexts. Therefore, we do not expect that a unified specification for data contracts, with pre-defined term names, will be available and sufficient. In order to deal with data contracts in data marketplaces, we propose a different approach centered on a combination of community and peoplecentric collaboration.
First, we propose to enable community users to participate in defining (i) fundamental elements in data contracts, such as term categories, term names, term values and term units, (ii) rules for data contracts, such as syntax validation and evaluation rules, and (iii) common contracts and contract fragments (see Figure 1) . The combination of community and people-centric collaboration is required to solve the heterogeneity of data contract terms, their values, and their measurement units. Such terms and units are contextual since different terminologies can be used in different domains. In our view, common terminologies and domain-specific knowledge are used by domain experts to define term categories, term names, term values and term units that characterize a particular domain. Then, domain experts utilize these definitions and domain-specific knowledge to provide common contracts and contract fragments as well as customized validation and evaluation rules. This way is similar to the approach carried out in developing the Dublin core, which results in several fundamental and well-understood terms.
Second, by employing people-centric approach in establishing and developing data contracts, we propose that data providers and consumers can utilize fundamental elements to define their own contracts and evaluation techniques. 
B. Representing Data Contract Terms
From our analysis, Table II presents possible ways to model data contract terms for different categories. Overall, we can represent a data contract term as a tuple of (termN ame, termV alue) in which termN ame is either common terms established via standards/communities or user-specific and termV alue are the assigned values for termN ame. As shown in Table II , termV alues of a termN ame can be a set, a single value, or a range. Figure 2 presents our abstract data contract structure. By "abstract" we mean two aspects. First, this structure is not the final form of a data contract as it represents only contractual conditions without specifying on which data assets it is applied to. Second, the structure is not a proposal for final and concrete data contract specification, which can be seen and obtained by data consumers in data marketplaces, but it can be used to make abstract contracts from which concrete specifications will be generated for data consumers and providers. In the following, we explain the proposed structure.
C. Structuring Data Contracts
TermCategoryType is used to specify one or more elements that categorize the terms specified in the contract. CategoryName is used to identify the category. From the analysis of data contract terms in the previous section, we identify that five CategoryName -(DataRight, QoD, Compliance, PricingModel and ControlRelationship) -are available. In principle, a new category name can be defined. A contract consists of a set of TermCategoryType elements, each includes a set of data contract terms described by DCTermType which covers specific-aspects and it is specified by means of a termName and a termValue. Each termValue is defined by means of a TermExpressionType that is specified by an operator and by a set of attributes that depend on the constraint operator used. Both the specification of qualitative and quantitative terms is supported. The former are terms defined through single and set expressions of qualitative values with welldefined meanings; the latter use expressions of numeric values, whose measurement units is specified by Unit.
All the above-mentioned types are associated with an identifier and set of tags, specified by Identifier and Tag, respective. Using Identifier we follow the Dublin core model to distinguish well-defined, agreed categories, terms, and values. Using Tag, we allow community users to specify tags to support searching terms, values and contracts.
D. Rules for Data Contracts
Due to the heterogeneity of data contract terms, a wide set of rules must be defined. We propose to have two different types of rules: syntax validation rules and evaluation rules. Syntax Table III ) are used to evaluate and interpret terms defined in data contracts specified by data providers, data consumers and DaaS service providers. Here, we do not define how many terms and which types of terms could be evaluated by a rule. In our work, we focus on defining a general way for developing rules to support the evaluation of contracts based on our model. Rules, however, are tightly coupled to the syntax for representing contract elements. From the implementation point of view, rules can be implemented using different techniques, such as RuleXML, OWL rules, or specific rule languages.
E. Guidelines for the Development of Applications
Several applications for the management of data contracts can be developed by utilizing our proposed data contract model and approach. Examples of such applications are:
• data contract compatibility evaluation: when we intend to combine multiple data assets, each governed by a data contract, we need to check whether data terms associated with these data assets are compatible. As an example, compliance terms must be checked in order to avoid violation in privacy of the provided data.
• data contract composition: when we produce a new data asset from multiple data assets, each governed by a data contract, we need to associate the new data asset with a new data contract. This new data contract can be composed from existing data contracts. As an example, Data Rights of the new data asset can be composed from Data Rights terms of existing data contracts.
Describing these applications in detail is out of the scope of this paper. However, in general the development of these applications can be performed based on the following principles:
• For each DCTermType t j in each TermCategoryType tc i , we can extract the comparable terms from all the data contracts. For example, in the category of DataRight, comparable terms can be Derivation, Composition and Reproduction • Then we can retrieve from the rule repository the evaluation rule associated with the DCTermType t j . In cases, such a rule does not exist, one needs to develop it.
• Finally, we can execute the rule by passing the list of comparable terms extracted from the contracts. These basic steps show how applications can utilize rules in order to implement the applications. After the execution of rules, the results must be collected and aggregated based on the functionality of the application.
V. PROTOTYPE AND EXPERIMENTS
A. Prototype
We choose to use the Resource Description Framework (RDF) to represent term categories, term names, term values and term units. As a consequence, we have rules developed atop RDF. Figure 3 describes our prototype. Our communitybased term categories, names, values and units can be defined, edited and rated by community users (such as owners of data assets) via different processes. We use Allegro Graph 6 as our Data Contract Knowledge Service. By utilizing the RDF knowledge, data providers and consumers can edit and evaluate data contracts. The resulting contracts can be extracted into different formats, such as XML, JSON and RDF. These contracts can be associated with data assets, managed by DaaS, stored in other services (such as a data agreement exchange service for data marketplaces), or stored into Data Contract Knowledge Service as common, shared data contracts. In our current prototype, Data Contract Knowledge Service includes common terms, categories, and contracts (based on data contracts in Table I ). 
B. Illustrating Examples
Let us consider a cloud sustainability governance platform that manages very large sustainability monitoring data, such as the Galaxy platform [30] . Using the data and analysis capability in this platform, several summarized data could be provided. In our example, the platform provider would like to combine the real-time total and per capita of CO 2 emission of monitored buildings with an open government data asset about the CO 2 emission per capita in the national level 7 to show how green these buildings are.
In the first step, the provider decides to utilize Open Data Common terms for building CO 2 emission data but the provider wants to include certain quality of data and to prevent any derivation of the emission data. Thus, the provider first checks existing common terms in Data Contract Knowledge Service in order to reuse these terms. Figure 4 shows examples of existing common categories, term names, operators, units, and expressions as well as Open Data Commons (ODC) -based terms. By utilizing this existing knowledge, the provider defines a new data contract named OpenBuildingCO2. For this contract, the provider takes all ODC terms except odcDerivation (for derivation in data rights) and defines a category obcQoD (for quality of data) and a new term obcDerivation (for derivation). The new obcDerivation is defined by combining the common existing Derivation term and NotAllowed expression in the service. Listing 1 shows an excerpt of OpenBuildingCO2 with respect to the DataRight category and the Derivation term. From this abstract data contract, concrete forms of the data contract can be generated in XML, RDF or JSON and then associated with appropriate data and DaaS. The next step is to combine building CO 2 emission data with an open government data asset and an open map data 8 . Because the resulting data is a combination of different data assets controlled by different data contracts, the provider has to check the compatibility and even propose a new data contract for the combined data. In this experiment we assume that the open government data is based on the Open Government License [28] depending on different TermExpressionType of input variables, we could have different rules for composing two terms under QoD. Thus, in principle, several rules can be developed and data contract applications can utilize these rules based on their needs. In our case, since OpenGovernment has no QoD term, the rule can take the QoD terms from OpenBuildingCO2. Overall, our experiments illustrate the usefulness of having abstract data contracts being defined by utilizing existing categories and terms. The concrete data contracts in XML, JSON or RDF will facilitate the search and composition of data assets.
VI. CONCLUSION AND FUTURE WORK
Although various data marketplaces and DaaS emerge and provide multitude sets of data, data contracts associated with these data so far are mainly written in textual form for human beings. Furthermore, what constitutes data contracts has not been deeply investigated. In this paper, we analyze data contracts in DaaS and data marketplaces in detail. Our approach for supporting the definition of data contracts that takes into account diverse types of data terms is based on the community model.
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